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Cyber Risk and Privacy Liability

Information technology (IT) has developed and 
changed at a staggering rate over the past quarter 
century. Computers have evolved and become ubiq-
uitous; new ways to use, manage, manipulate, trans-
mit and store information have evolved. Think about 
cell phones, PDAs, wireless internet, satellite naviga-
tion and GPS…the list goes on. 

Inevitably, such technological development also 
brings risk. A couple of decades after IT first present-
ed itself as a potential concern, the risk and insurance 
picture is now starting to become clear. Interestingly, 
the insurance industry’s go slow approach in devel-
oping insurance products to address these new expo-
sures seems to have been prudent…the most serious 
risks that businesses now face from IT are not those 
most people worried about just a few years ago. 

What’s the Risk?
In early days computer hackers, as often as not kids 
with powerful computers and too much time, made 
sport out of breaking into computer systems, launch-
ing viruses, and generally making mischief. They 
still do, but it was not until enterprising criminals 
found that stolen data has value and there was money 
to be made from cyber crime that risk from IT be-
came a serious concern.

The black hats are not amateurs anymore. Organized 
crime and highly skilled professional criminals, often 
based in third world countries, find cyber crime to be 
an ideal venture: low risk, high reward, often com-
mitted from a distance, and with small chance of 
capture. They are able to mount sustained and highly 

sophisticated attempts to breach systems, obtain 
personal and confidential business information, and 
convert it to money through a variety of illicit means. 
And besides these criminal elements who are always 
searching for vulnerabilities, random hackers, rogue 
employees, or anyone else who stumbles across 
potentially valuable information can easily sell it on 
a global electronic black market.

What kind of information are the bad guys look-
ing for? Top targets would be financial information 
(credit card, bank, or other account numbers) or any 
kind of personally identifiable information (SSN’s, 
drivers license numbers) can be converted into cash 
through fraud and identity theft. All businesses are 
potentially exposed: at minimum you maintain this 
information on your employees, and any business 
that makes or accepts payments or transfers funds 
electronically is also at risk. 

Its not just liability risk you face. Potential liability 
to any third party who sustains a loss through your 
negligence still exists, but there are now also a whole 
host of state and federal privacy laws that come into 
play. On the federal level, HIPAA, Sarbanes Oxley, 
and FACTA (the Fair and Accurate Transaction Act 
of 2003) all apply, and as of this writing 41 states 
have enacted some form of privacy laws. These laws 
specify your obligations in the event of a breach.  
The direct costs you must bear for compliance can be 
quite high. 

Insurance Coverage Issues
Don’t look to your current policies to find coverage 
for these losses. Standard policy forms were devel-
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cies are not warranty policies. There is one important 
exception, though, found in property policies, that 
you need to keep in mind.

It is very common for property insurance policies 
covering sprinklered buildings to include a Protective 
Safeguards endorsement. This is a short (a page and 
a half) endorsement, but with powerful effect. Essen-
tially, you are warranting that you have a sprinkler 
system in your building, it works, and you will keep 
it turned on and in operating order. 

Property insurance companies grant some pretty 
significant premium credits for sprinklered buildings. 
They want to hold you to your word that the sprinkler 
system is actually in place to provide the protection 
they are relying on, and this is how they do it. If you 
know of an impairment or suspension in the system 
and don’t notify the insurance company, or if you fail 
to maintain the system in complete working order, 
and a fire occurs, the insurance company has grounds 
to deny coverage. 

Winter is here. Standard wording of these endorse-
ments states that if part of the system has to be shut 
off due to “breakage, leakage, freezing conditions or 
opening of the sprinkler heads”, you don’t have to 
notify the insurance company as long as you can re-
store full protection within 48 hours. Notice, howev-
er, there was no mention of “maintenance” in there. 
If you have to shut off even part of your system for 
maintenance, repairs, or any other reason, call us im-
mediately. 

The standard endorsement can also apply to other 
protective safeguards, including central station fire 
alarms, security services, private service contracts, 
or any other protective system. You might find these 
in your policy even if you don’t have a sprinklered 
building. Keep an eye out for it, and call us if you 
have any questions.
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Long Term Care Benefits Business Owners

Business Owners - are you aware of the many benefits long term care insurance can provide to you, your 
spouse and select employees?

For example, if you are a C-Corporation, long term care insurance is 100% tax-deductible if purchased for 
employees and/or owners!  Company paid policies can cover spouses, even though they are not employed by 
the corporation…and even retirees.

In addition, employer-paid long term care insurance premiums are not reported or included as part of the 
employee’s gross income.  They are not included on W-2 statements.  There’s no payroll tax on amounts 
paid.  Corporations may create an “Executive Carve Out” plan whereby the corporation selects and pays the 
cost of insurance protection for designated key individuals.  There are also very attractive tax advantages for 
Partnerships, S-Corporations and LLC’s.  

Long term care insurance protects the assets you have spent a lifetime building and provides tremendous 
resources to your family in a time of crisis.  If you own a business, and are 50 years of age or older it makes 
good business sense to explore your options for funding long term care costs.

If you are interested in learning exactly how this program could work in your company please contact our long 
term care specialist, Mark Lammers at 812-232-0441 or toll free at 877-853-1703.  You can also reach Mark via 
email at mlammers@fsiinsurance.com.  Visit our web site, www.fsiinsurance.com for a complete overview 
of long term care insurance and its’ important role in your overall financial plan.


